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ABSTRACTO ThelFederal [Trade[Commission(hopesthatindustry]

Welprovidedallconceptual (lmodel Cof Cinformed
consentOonline.dOT hisCmodel Ci sCbasedonCifivel
components:]  disclosure,dJ  comprehension,(]
voluntariness,lcompetence, CandCagreement. [(TITWell
examinelhowfhesel¢omponentspl ay[out[in[&Nvide ]
rangelbf Conlinelinteractions..TMoreover,[Weltall[]
attention(fbltheldriti cal [rol elof (W ebbrowserslihithi s
endeavor. I nal lyiveloffer (& ght[desi gn{princi plesT]
for[tealizinglinformedCtonsentonline. [T histivork
fitsCithinCtheCemerging(fiel dCbf DV alue-Sensitivell
Design.O

0
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O

INTRODUCTIONO

I nformedC¢onsentprovides@leritical (protectionfor
privacy,[@ndsupportsother humanVal ues suchlas[]
autonomyandCitrust. JOY etCOcurrently CthereldisCal]
mismatch between industry practicel] and the[d
public’ sihterest. A ccordingtbIATecentfeport]
fromOthellFederal O TradeldCommission[9],0for(d
example,[J 59%( of O sites[] that[ collect personal
identifyingOinformationd neitherOdinformOI nternet]
users(ihat@hey@reltollectingSuchlinformationhor]
seekfheluiser’ sidonsent.IlY et,[AccordingfolaHarri s
pollJ2],[88%Cof CusersCivant[sitestolgarnertheird
consentlih[Suchisituations.

0

0O

will[¢onti nuefolmakelprogressionihi slproblem,inC]
conjunctioniwithlits(proposedlegid ation19, . (V] .0
TowardCsuchCprogress,Chowever, Cwelin[the[HCI O
communityd should bel[T helpingd tod shapel the[d
dialogue.[T5pecifically,liwelheed ol belseekinglal]
clearer[linderstandinglof ivhat[¢onstituteslinformed
consent,CandCof Chow[t[tan[beltealized[inConline
interactions.[]

a

Accordingly,dinOthisOpaper OwelfirstCprovidedall
conceptual [fnodel [of [informeddonsent[online. MDur
anal ysesiherelfiocusiiniparti cul ar[@nthelrel ationshi pC]
betweenJ usersl] andd0 Web[ sites. ] TWelOempl oy
illustrativel&xampl es[iromConlineltecommendation]
systems,C&-commerce, [nterfaceltlesi gn, [dli scussiond
groups, CandCchat[Fooms. (TN ext el examineChow
technol ogy[FthelWeblbrowserinlparti cul ar FplaysO
aldriti cal (ol elinlrinedi ati ngetweenisersiandWeb[
sites.[TFinallyCvelproposel&ightCtlesignCprinciples]
ford reaizingd informedd consentd inCl online
interactions.[]

0

WHATISIMEANTBYINFORMEDICONSENT?0U
Informedconsent1-CbothCwordsCcarryCimport. [
Otherslhavelsuggested(]1,CB], andlivel¢oncur, Bhat [
thelidealof [informed” [éncompasses(di scl osureland]
comprehension.00InOturn, OthelideaClof Oconsent ™
encompassesvol untariness,Clcomprehension,JandC]
agreement. [T husolinderstandhelgeneral [idealof [
informed(donsent, Welfi rstlheedfbfocuslonéachlof [
theselfiivelé¢onceptual [domponents. W eldolSohow, [
payingCparti cul ar(Ettenti ondolhowEhey @pplyOn[Al
wideltangeldf[anlinelinteractions.[]

0

Disclosure
Disclosureltefersiolprovidinglaccuratelinformation
aboutthelbenefitsiandharms(that (i ght [Heasonably
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belexpectedfromthelaction[linder [consi deration.
What [ sCdi scl osed (shoul dCaddress thelimportant (]
values,[Ineeds,JanddinterestsCof OtheOindividual (]
explicitly( state[] the[d purposed or[d reason(] for[]
undertakingOtheJaction, JandOavoidunnecessary ]
technical Odetail.0OThelinformati onCOshoul dCal sod
disabuselthelindividual [0f [@nydommonly[hel dfal se[]
beliefs.[M oreover,lif [thelacti onlinvol vesdol | ecting ]
informati on(@bout[Anlindividual [thenthefollowing
shoul dl@l solbeltnadeléxplicit: [{a) ivhat[nformation]
will (bel¢oll ected; [{b) lvho[Will Chavelaccessiolihe[
information; [{c) Chowonghelinformationwill (e[
archived; [{d) What [thelinformati oniwil | beltisedfor;
and({e) Chowthelidentity[of (Thelindividual Dvill Che
protected.[]

O
Consider,{or&xample,[onlinelinteractionsivith[@nC]
e-business[] thatd buildsD andd maintains] all
recommendation(] system] based(] on[J customers' [
previousd purchases.[] [0 Theld e-business] should[
discloseltolthelcustomer [thelpurposelandbenefits]
of [(the[tecommendati on[$ystem({e.g.,Folai dFuturel]
customers] with[ futureld purchases] based(] onJ
information gleaned] fromO previous] customer[
purchases) DasDwel | JasOpotential Dharms(e.g.,0in0
certain[dircumstanceslitmnay helpossi bl elfolidentify ]
theOuser).O0OT hele-busi nessOshoul ddal soClinformO
customersCaboutivhat[informationdhey il l (tetainCl
(e.g.,@heltustomer’ sChame, (What (Waspurchased), ]
whowill ChavelaccessCtolCthatDinformationd(e.g.,0
other [tustomerslisi nghelfecommendati on[System,
programmers,anyOthi rdCpartyOcompanies), (how(d
longthelinformationCwill Chelarchived{e.g.,[onel]
year ?[IIndefinitely?), llvhat Bhelinformationfil | (hed
used for[ (e.g.,0 building(] thed recommendation(]
system,[bther[uses?); CandChow(thelidentity Cof (thed
individual (vill (belprotected({e.g.,molidentitiesiwil |
belfeveal edléxplicitlyfhroughihellecommendation]
system, OeffortsCwill ObeOtakenCtoOremovelother O
identifyingd informationd suchd as[d] geographicll
location).[

O

Comprehensionld
Comprehensionltefersfioihelindividual’ sLaccuratel]
interpretati onCof Cwhat [ sChel ngCdi scl osed. [T hisC
componenttai ses(ihelduestion:[(What[triterialust ]
belgati sfi edlinlorder [fol3ay that[Somethi nghasbeen
adequatel y[éomprehended?IW hil e[fherelisnoleéasy
answer[here, [@tleastBwolmethods$eemViabl e: [{1)
being&bl e[toltestatelinCdifferenttwordsfivhathas[]
been(discl osed, [and[{2) (bei ngCabl e[tolapply(What [
hasbeen(dli scl osed[fo@ $et[of (hypotheti cal (évents.
Forlé&xampl e, [eonti nuingOvithTheifecommendation]
systemexampl eCabove, [basedCbnCwvhatChas[been(]
disclosedl¢an(theluiser [@nswer [feasonabl elguestions’]
about[the[ldata’ sTuseIsuchUas: Wil Cinformation

0O

aboutthe(user’ sl astCthreelpri or CpurchasesCbel]
includedUlinCthe(Drecommendati onClsystem?CCWil | O
someonelllisingfhelilecommendati onlSystembelabl e[
tolCdeterminelWhat[theluser[has[purchasedlinthed
past?00Will Oinformati onOaboutOtheCuser’ sCpast™
purchasesbelapart[of (fhelfecommendation$ystem(]
twolyearsifromifiow?]

O

Inface-to-facelinteracti ons3- A commonlmeansliol]
obtainCinformedCtonsentlin[theltesearch,medical
andCbther[communities3-thelindividua [tanCask(]
questions]and al] professional ] can[J engagel theld
individual O in0J furtherd dialogd (e.g.,[0 countering™
incorrect[beliefsi$pecificlolhatlindividual).MSuch]
dialog, (sl el l Casfacial CandCother Cphysical Ceues, [
hel pLénsureliherelthasbeenadequatelinterpretation]
of [(thelinformationldli sclosed.TOnNlinelinteractions,]
however,Tlack[Many(of (theldpportunitiesiinface-to-
facell interactions] to ensure[] and[] ascertain]
comprehensi on. [nfiypi cal (Web-basedlinteractions,]
userslarepresentediwith[aWeblpagelor [dial ogox [
contai ningdi sclosurelinformationCandOprovidedd
with{J anJ opportunity [ to[] agreed or[J decline[J to[]
participatelby[tlickingConCa button.[TRarelyCare[]
emailOorOchatOf acilitiesDusedOdtoOprovideOevend
rudi mentaryOpportuniti esforfurtherdial og.(]

O

Granted,[] it is0] notd possibled tod guarantee[
comprehensionfor (&l | fndividual sinCal | [S$ituations. [T
However,Ospecial OeffortsConOtheCpartOof OWebO
designersCwill CbheCheededtoCanal yzeOwhat CusersC]
needtolunderstandCaboutCaparti cul ar Cdi scl osureld
anddolutilize[$trategiestolincreaselthellikelihood[
that[domprehensioniwill Belfealized.[

0

VoluntarinessO

WithO voluntaryd actiond an( individual O couldO
reasonablyresi stCpartici pationCshoul dChelJor CshelD
wi shib.[IV ol untariness, [then, fief ersiiblénsuringthat (1
thel@ctionlisnot(dontrolled(dr[doerced.]

O

CoercionlisHdanCextremedf ormof i nfluencethat [
controlstbyCcompulsion,Ghreat, CorCpreventionandC]
thereby[viol ates[thecomponentCof Dol untariness. [
Thecanonical Oexampl eClof CcoercionCoccursOasO
follows:. PersonlA [hol dsfalgunlioPersonB’ sihead
and(Says,[IFlyfefoMavanalor (I [ [shoot.” (I

0

AlessCbbviousformLof [toercion[tandccurivhend
therelislonly[dnelteasonabl elwvay for [individual s(io]
receiveltertai n(heededervicesiorinformation({or,C
if [othervaysldolexi st, Thoselways@refool¢ostlyin[]
termslof (finance, i me, Céxperti selorCother[eostsiod
belviableldptions). [Foréxample,[Gurrentlyinlorder]
tod bed placeddinO allresidencyd programdnewlyd
matricul atedCimedi cal CstudentsCmustCparti ci patelinCl
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the[INati onal (M edical [Resi dency Program{{NRM P) I
thatCimatcheslesi dency Cbpenings{hospital s)Cvith(
students.J M edical OstudentsCwhoOel ectOnotOtol]
participatel] in(] thedd NRM PO are[] automatically[]
excludedO fromO virtually[ all 0 of O the[d residency ]
openingsCatlall Cof (thel[best[ieachingChospital s 7] .00
Thus,[medi cal [3tudentstivholdlesi re[@placement [t
thelbestfeachi nghospital slinleffecthavelholdption
butiblparticipatelihtheMRMP.[]

0

ThisessbbviousTormCbf [toercionisCa kerious]
concernfor[onlinelinteractions.dCurrently[{andfor ]
the[dforeseeablefuture), I Websites[lengageJin(]
strikinglyd similarD) practicesD with{J respect(] to[]
informedCeonsent. [IT he[samel tan[belsaidfor[the[]
featuresCandservices providedby[Weblbrowsers.[T
| f [herelis[alservicelor [informati onfhat [individual s
need(fblobtai nlonlineZ3aswill [increasinglybecomel]
the[d case[lasl]jobO advertisements, 0 applyingdford
medical Oinsurance, applyingOforOJadmittanceJto[]
higher&ducation,[andlother[eriti cal [($ervicesmovel
onlinelinftheiréntiretyFthenbparticipatelinthese]
servicesd individualsO mustCl engageld in(0 Web[
interactions.[(IGiven(ihelack [of [$ubstantivelthoicel]
amongWeblSitesland[Web[browsers, isersi¢anbe]
inC&ffect[coercedlinto[Web-basedlinteractionsihat [
compel [themolbiveluppersonal [informationCor[]
engagelinldther@Activities.[

O

Mani pul ation[of [eertai n(orms[¢an(al sollindermine]
voluntariness.[] O Manipulationd can roughly bed
definedd as[] “anyO intentional 0 andd successful ]
i nfluencelbyalpersonbymoncoercivel yateringthel
actual [choi ceslavail ableltolthe[personlorbylhon-
persuasivelyCalteringtheperson’ sCperceptions bf [
thoselthoices.” (1] 3,b.354]. (0T helkey [herelisihat (]
mani pulationOaltersOtheindividual s CchoicesCorD
perceptionCbf CthoicesCby[somelmeanslbtherthan[]
reason.[

O

M anipul ati on[of [the[Sort weldreldoncernedWithldan]
bel@chi evedlin(@tMieastfhreelWways.DnelWayéntail (]
mani pul ation of CJtheJ options presentedtothel]
individual Csuchthat[thepresentationCencourages]
certain[] choices orJ behaviors.OJ O ForJ example,(J
consi der[@n[é-businessihat [asksiheluser [formore[
informationd thanOis[d necessary[Jto[] compl ete(]al]
purchase[but[doeshot[indicate[tol the[user[that[]
compl etinglsomeli el dslis[optional . [(MHere, Theltiser [
hasCmoreoptions(thanthe(e-business"has[madel]
clearJandOtheduserdhasnoOwayOof O knowing
otherwise.rJ

O

A [$econdlivay [éntail siiani pul ati on[of [information. [
T hislinani pul ati on[uisesinformati onlintentional |y o
overwhelmtheldndividual Cor(tolprovokelbrtakel

0O

advantagelof anCindividual’ siear[oranxiety.TFor(]
example,[inCrecentCyearsCsomeWebsitesThaveld
packagedlinformationJintoCdmultipl el cookies -
informationthat[toul dChavelbeenpackagedmore[]
concisely[Hsolfhat[Theliser ivhol&l ectsfolagreefol]
each0 individual (0 cookie[d isd bombardedd with[]
numerouslequestsitbset[dookiesfromlalsinglelsite. M
ThisOoverwhelmingOrequestOforOinformationCtod
accept[éachl¢ookielthasat [eastfwoléffects: [{1) Ho
influenceltheusertolturnCoff (the[* agreeltoleach]
cookie” [optionlinlorder [folavoidtheldverwhel ming(
regquestforlinformation,Cand(](2) (tolincrease thel
likelihoodthat (OtheJuser Dwoul dCfail Ctolnoti ce(Jal]
cookieffhat [Theliser [ini ght Wi shfol@void, Such@s@’]
thirdCpartyCtookieldntermingledCamongthelmany
cookiesfromthelfargetWeblsite.[]

O

ThelthirdFormCof Cmani pul ationsCpsychol ogical . [T
T hisfiormlof [nani pul ati onlincl udeslanyintenti onal
act[@hat [infl uences@personby¢ausingl¢hangesiin
theldindividual’ sCmental Cprocesses by Cany Cimeansd
other(thanreason.[TH attery, Chuilt-induction, Cand
subliminald suggestionsD are] a1 few relevant(
influences.[TRecentWork by Reeves@ndNassand[]
their(dolleagues]i4, (5] [indi cateslthat(individual siarel]
vul nerabl elfolpsychol ogical (nani pul ationliinfonline
interactions, particularlydl withO respectd told
psychol ogi cal inani pul ati onsdiromhelfechnology’ sC1
interface.[dForCéxampl e, [nliheirresearch, [Reeves]
andNasslhavelshownihat [isersfespondfofl attery
fromCalCcomputer, [ udgeomputersCthat[Triticize[
rather@han(prai selbthersiolprovidelorelaccuratel]
information, CandCapplyChender Cstereotypes tolthel
technol ogy s mplyConthelbasi sCof CsubtleCgender]
cues, [folnamebut[afew(of (thei rHesul ts. WV eb(Sites]
that [Wise[psychol ogi cal [inani pul ati on[+-for [instance, (I
tolfl atter [theltiser [intoldi vul ginglinformation(or [into]
attributingd)  greaterd accuracy] told online[
recommendati ons(}-Cmay[viol ate[thelTriterionCof
voluntariness.[]

O

Competencell

Competenceld refers] tol] possessing theld mental ,[]
emotional CandCphysi cal CtapabilitiesCheededtolbe]
capabl elof [givinglinformedltonsent.FFor [&xampl e,
apersonCvithOAl zheimer’ smay O ack (thelmental [
capabilitydtol] make his ord herd ownOmedical [
decisions.[TOr,Cinthelonlineenvironment, A 115-
year-oldd maylack(0thed mental (Jand emotional (I
capability(folmakelfeasonedjudgmentsiaboutivhen
tolprovidelpersonal [informati onblé-businesses@nd]
in@nlineléhatfooms.

O

Y oung peopled maydbelparticularlyClvulnerabl e
onlinelastheirtechnical CcompetenceltypicallyFar(
exceeds[theirCmental CandCemotional Cdevel opment. [T
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For[éxampl e, (@t Moughlyfhelsamelii melasthelY ear]
2000 CensusaslbeingCtonductedCinthe[United
States,[the[Barbi OWeb[&itepresented Barbi Cas[al]
census(akerhvholaskedWeb(sitelVisitors3-[mostly[
young(girl sidinder thel@gelof [fwel velZ[{olhel p(Barbi [l
withCherCtensustwvork [byCtompl etingCaformithat[]
reguestedipersonal [information. T roubl esomefrom]
the[perspectivelof [informedCtonsent,[these[yyoung
girls often lackedd thed mental (] and[] emotional [
competencelhecessary(foljudgelthelappropriateness]
of theldnformationtheyvolunteeredto theDWeb[
site.;]

0

WebldesignersLof [sites targetedforthildrenCand]
adolescentswill (heedfolbeléspecial ly[dogni zant[of (]
theleomponent[of (tompetence. (IDrawingfromihed
di ctateslof (hcademi cltesearchnstitutional (Review[
Boards,liveloffer [Thelfol | owingliul elof [Ehumb: (For [
childrenCyoungerthaneightDyearsCbf Cage, Cobtain[]
informedCconsentfromthelthild’ sChuardian;for[
childrenléight[yearsiof [Agelthroughl{andlincluding)
seventeen, Lobtai n(informed[tonsent[fromboththe]
youngperson[andtheyoungperson’ sCguardian. I
Notelthat[thellchallengesTof CcomprehensionClare[
likelyOdifferentOf or OthellyoungOpersonCandCtheld
guardian.(]

O

Agreementl]

Agreement(fefersiolalfeasonabl y[¢lear[dpportunity
toOacceptUorCdeclineCtoOparti cipate. [0 nConlined
i nteractions,JopportunitiesOtoacceptTordeclined
shouldd bel visibled andd readilyd accessible.l
OpportunitiesfiolacceptCortleclinelthat(arelburied
underOlayersdof OmenusdorOhiddendinCobscureld
locationslarelat Besttharginallyiable.]

0

InO traditional 0 humanC subjects] research,] theld
component[of fagreement[islon-going. [MParti ci pantsC]
may (Wi thdraw(ihei rlagreementfolparti ci patelat[@ny ]
timeland(for@nyreason({indeed, [partici pantsidolriot ]
need to provided aJ reasonC] for discontinuing
participation).Whilefhe[@renalof (tesearchldliffersC]
inCimportantCwaysCf romOonlineld nteractionsCand
considerabl e[tompl exity[éxistsLtoncerninghowdol]
applyhelgui delinesfromoneothelother, [Stil | Theld
aspect[of [on-goinglagreement (may (haveltel evancell
forlonlinelinteracti ons.[For [éxampl e, [inltheldaseldf (I
recommendation[$systemslisers toul dCbelprovided
withthelopportunitytolithdraw(their[data from[
theltecommendation[$ystem(&tLany i me.[(IOr (vith(
cookies, CusersCcoul dCheJprovided OwithCanCeasy
mechani smtodel ete[lalJcookieor Ctolchangellal
cookie' siéxpirationdate.[

O

A el atedliksuelflor [0n-goi nglagreement(ari seslinthel]
context[of [di scussi on[groupsandionlineldhatfoomsL]

0O

wheretial ogthatCmay [oftenfeel Clike™ ethereal”
onlineltonversationCsCarchived, CandCinCteality s
morepermanentandCaccessi bl elthanCmostCother
formsCof Ctommunication. [T nheselonlineforums,[]
participantsCinCthe[flurryCof CheatedCconversation
may[forget[theyhavelagreedtolhaveltheir[online[]
conversationtecordedCandCarchivedland,GfCHiven
thelopportunity, ivoul dfsuspend@hei r(agreement [t
that mhoment(in(fi me. M echanisms{that[periodical ly(]
reminded(] participants[] that[] onlined dial og was[]
archived(andO perhapsJallowed participantstod
removel] dialogO fromdthe[darchive) D could hel pO
preservelihformedidonsent(inftheselinteractions.[]

0

Finally,0notOall Oformsdof Dagreement[needbel
explicit.[TIAs A kociety, (ivehavel A good[deal [of [
experiencelWithlimplicitléonsentlwherebyirtuelof [
enteringlintolalsituationlthelindividual haslinéffect
agreed(iolthelactivities[that[arebroadly[knownio[]
occurlin(hat[¢ontext. [TFor [exampl e, ivhenlalpl ayer [
stepsloutlontoltheflootbal l fiel diinfootbal | [darbland
entersJthellgame, Otheindividua OhasOimplicitlyd
agreedfolparti ci patelinthelhormal Ectiviti eslof (fhe[
game,dnamely,dto0beingCdbumped, Obashed, JandC
smashedCbyCbther[playerstivhoChavelenteredlinto]
identi cal (greements.Implied(¢onsent ol dslintthi s
caselbecauselfhelother[eomponentsiihaveldl solbeen
met: [dii scl osurelanddomprehensi on[{vialfeasonabl e[l
expectation),d competence (if 0 wel assumel the[d
individual [is[of [Alfeasonabl elageland [of [Soundthindl
andCbody) CandCOvol untari nessC(if OwelCassumelthed
individual livasmot[éoercedor inani pul atedfoldress]
infootbal | [garb@ndTolgoloutdntofheield). (For[
impliedCconsent[toCholdCfor Conlinelinteractions, O
similar(driterialfieedfbBelmet. ]

0

THEWNIQUEROLEOFOHEMWEBBROWSERUO
Welhow(tall CattentiontoChowthe(Webbrowser[
medi atesCimuchCbf Cvhat Coccursibetweentheuser[
and@target(WeblSiteland, thus, [playslaldritical [fole(]
forlihformed[donsentin(WVeb-basedlinteractions. (]
itsimost[general [$ense, (browser [3oftwarelimediates]
communi cationbetweenAL¢lient[{typically[anlend-
user) dandCalJserver ((typi cal lyCalCremoteCmachineld
servingl@Weblsite). [For[purposesiof [Simplicity, e
will CspeakOntermsLCof [thelliser'sCcomputer CandCall
Website's(kerver, [thoughCbur[discussionCapplies]
moreldenerallylib@ny(dlient/serverlarchitecture.l]

0

Thelbrowser [$oftwarelbccupi estal$pecia [placelinC]
theQuser'sinteractivellexperiencelJand, CinCeffect, [
standsC] between the(J user and[] any( remotel]
connection.dOT oCachi eveldthisCfunctionality, Cthed
user'sC]system runs thed browser O softwared and[]
alocatesfolit[memory[and@reaslof Thelscreenfhat ]
are[underthelbrowser'sCtontrol.[.TWhen[thelliser[]
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askstolviewlBDWebl[page, [the[browser sends Bl
requesttolthellappropriate MW ebserver,land(thel]
server [tepliesby$endinglaldescriptionlof Chow(lo
display@helbage. T hisldlescri ption¢anbethought [
of sl keries[bf [fequestsltolthe[uiser'sCbrowser, ]
whichihelbrowser[¢arriesLoutlin[ordertoltlisplay]
the[page.[1T heseltequestsCare, Lof [tourse, [iltered
throughCithe[user'sC\WebObrowser O-Othat Ois, Cithed
browserOfirstCrecei vesOandCreviewsOthe(remote]
machine'sliequestland@henleither [ul fill sor[deniesD
thelfequest.[

0

When[aWebbrowser [isléxplicitly(programmediol]
fulfilld ad requestfromOald remoteld site[]"to[ ] dol[]
something",Cweldcal | CthatClenablingCallcapability.
ThatOis,Cthe0WebObrowser isCOnowCcapabl elof [
fulfillingC&parti cul ar (fequest. (MFor [éxampl e, (nost ]
common(browsersihavelbeenprogrammediwith(the
capabilitytolstorel ookieslonthelliser’ sStmachinel]
and[olprovidelihefemotelsitelwith[A topylof [The[]
user’ siinouselinovements. [Correspondingly, ivhen]
aWeblsitelmakes @ fequestthat [ Webbrowser s
capabl eJof Cf ulfilling, Owelcal | Cthat Clexer cisingCald
capability.O]

0

After[@femotel$itelhas éxercised[@ capability,Thel]
Weblbrowser [Softwarelhasnoldontrol [dver Whatfhe[
remotelIsiteCldoesCwithCtheldinformationCor Clother [
actionsthat[thel$itelmaytake. [(TItCisiworth(hoting ™
that,lin[general ,[fhelliser'sbrowser [¢annot el | livhy [
alparti cul ar[Bequestwastnade, (hor [dan(it[{el | how@]
parti cul ar[pi ecelof [informati on[{suchCasthelliser's]
mouselposition) (il l ellised by Thelserveroncelit[
haslbeeninadelknownfolthel$erverorHolsoftware[]
sentBy(thelServer. [T helbrowser[dan(act(as[asimplel
gatekeeperlonly, [deci dinglivhi chikindslof (fequests]
tol@&l |l ow@ndQvhi chkindslof [informationdolteveal O
tolthelServer.[M

O

I nCadditiondoldetermininglivhat [(fequestsiromihel]
remotelinachinelwvill befulfilled, The[Webbrowser [
playslat Meastfwolother [driti cal (ol esiwi thifespect ol
informedCeonsentlonline.[TFirst,[@he[Webbrowser [
control stivhetherCorChot [theluiser [isChotifiedabout
theltequestCand, tolaargelextent, (thelcontent[of (]
that[otifi cation. [Inthel¢aselof [AWeb(Site'sitequest (]

A R T 0

Y Eor [¢compl etenessLof [dli scussionivelhotefhat[Thed
WeblbrowsertouldCbelprogrammedtoldenythed
request. [T here[is@ solathi rdpossi bilitydinfivhich
thebrowserlisnot[eéxplicitly[programmedohandl e[
alparticulartequest.[TInthi sCinstancethelbrowser [
typicallylignoresiheltequest[{whichlhasthe[sameld
effect@sfoldenythelfequest).(]

O

forOtheOuser'sImousedposition,Othe(dbrowser(isCl
positionedfblihformithelliser @boutfhelfequest@nd,
perhaps, tol] provided a1 structurel] that[] would[
encouragel{ifhot[tequire) The[Webl&itefol$pecify]
what[thelinformationtWill (belusedFor. T hus, el
seel] how( the[l components of [ disclosure] and[]
comprehension largely[] resided with( thed Web[
browser.00Second,Othe(1Web[Obrowser[control s
whether[or (Dot Theltiser haslan[opportunity folagreel]
tolorCdecline(theDWebsite's[ request. [T hustheld
componentJof Cagreemental soresi desCwith(Cthe[D
browser.[]

0

ThisisOnottoOsay Cthat (W ebOsitesTarelentirel y [l
dependentl] on] thell Web browserd for[l
impl ementati onslof [informedldonsent. A [proactive[]
Web0Osite[JcandimplementitsClownOversiondof
disclosurelJandCagreement[Cthat CsupplementsCthat [
provided( by thedd Web[ browser.[] 00 Butd such[
impl ementati onsiwoul dibeladhoclandfequireltiser s
tolbecomelfamiliar[With[each[Web[&ite' spolicies’]
and(practices.O]

0

DESIGNO PRINCIPLESO FORO
CONSENTIONLINEO

Basedlon[&l | Cof (thelproceedinglanal yses, elhow(]

distill (& ghtldlesi gnprinci plesfor[informed¢onsent ]

online.d]

0

1.1 DecidelWhether [TheltapabilitylisiéxemptHrom(]

informed consent.[][0ObtainingClusers Oinformed™

consent comes] with[d a1 highO cost] tod users.[IT
Informationd] mustD firstd beld disclosedl andO

comprehendedby[users,CivholCmustthenChavean[

opportunitydolagreelorldecline. (TAndOvhile[&l | [of O

thi sfiistbei ngldone, Thelliser hasbeen(dlivertedfrom

thellask (@t thand(3-thelthinghatChelor (shelteal lyd

wantedtoldo. (L et[usCrefer(tolthese[costs for [l

obtai ningOthe(user’ sCinformedCconsentas[“ the[d

nuisancefactor” .0 f[Call OWeb-basedCinteractions[

requiredCexplicitCinformedCconsent, [the[huisancel

factorlwoul dbelunmanageabl e.[Dnlinelinteractions]

wouldiSimplyGrumbl eldndertheDurden.

O

Fortunately,d ald fairdd numberd ofd Web-based[

interactionsCmay[beltonsideredCexemptfromthel]

need(ibldbtai nisers [ihformed(donsent.[]

INFORMEDU

ButChowlarelWeb[designerstoldeterminewhich(]
interactionslareléxempt?TWhil e(iherelarelholhard]
andasttules,[the[Belmont[Report 1] ConChuman]
subj ectsUresearchUofferssomelluseful Cguidelines. [
According to[] thed report,00 anO individual’sO]
partici pati onlisdonsi deredeéxemptfromtheieedo]
obtai nfinformedC¢onsentlivhen@heldol lowingdhreed
conditionslarelmnet: [{I1) Parti ci pati on[daninholvay [

l 50
g



U

put@helindividual nCphysi cal ,degal ,(hsychol ogical [
or[Social [jeopardy. T olthi sl st[of (harms, for[@nline]
i nteracti onshivel@l solincl udelthat [(harti ci pati onldoes]
not[placelfhelindividual’ siprivacy, [datalorhardware]
infleopardy. I{2) (T helpurposeland[$ponsorshipLof ]
theCactivityisCknownC(or OclearlyOstatedCtoCthe[d
individual).O0OANdO(3) OnoOcoercionClisCinvol ved. M
Designers] cand invokeld these[l three[] criteriall to[]
scrutinizel newl] Web-based[ interactions] for(d
exemptionfromlihformedidonsent.] O

Thel[canonical” [daselfior [éxemptionfromlinformed
consentOentailsda0" safe” OinteractionOthat Jadds(
functionalityfortheluserand(Web&ites[but[does]
notCputtheuser, (theCuser’ sCdata, CorCtheuser’ [
hardwarel&t[tisk.[TMoreover,[the[purposelof (the[]
i nteracti onlisl@bviouslibfheldser [@ndno-coercionlis]
involved.O [0 Theld original 0 HyperTextO Markup(
Languagel] (HTML)?C provides] onel] example.l
Origina (HT ML [ sCcomprisedCof CaimitedsetCof [
“safe” Ccommandsthat Ccontrol Chowthebrowser [
displaysCdata{e.g.,[bold, tentered)onthelLiser’ s
screen. [IBecauseltheSyntax(of (original (HTM L [dlidC]
not[supportCactivitiesthat[transmittedCor[thanged
thelliser’ sCtlatal {suchlas[$endingltlatalfolatemote]
machi nelor[del etingldatalinfhelliser’ stinachine) hol
“unsafe” [ktatementstoul dChelformulated.[TTT hus, [
thelWery[definitionlaf Thellanguagelénsuredthat (o]
statement(inthelanguage¢oul diputtheltiser [or [The[]
user’ sidatalinfjleopardy.lin[addition, Thelpurposelof ]
thelHT ML [todelWas[ tlear:[Toldlisplaytlata. [ TANdO
usersCwerehot[forcedtolliseCHTML ;[kheyCtouldd
obtain[filesOnbther[(formats.[TTT hus,the[use[bf
originald HTMLO meets(] thed conditions] for(
exemption. MW ebldes gnerstan[¢omfortablyinake]
uselof [original [(HTM L [without[obtai ningltheltiser’ sO
informed(donsent.[

0

InCanCideal Corld,[mostCWeblinteracti onsCaswith[]
original OHTM L Owoul dCbecl earlyOexempt Cfrom
informed(¢onsent. B utfhelvorl dls{far fromlideal .M
ForC&xampl e, lome[WebllinteractionsCdoChotFullyOl
meetthelkriteria forCexemptionCbut,ConCbalance,]
may [hotvarranttheldverhead(of [informedidonsent. [T
In0 general,[J suchO casestd occurJ when(d ald Web[
i nteracti onCinvol vesCaminimal (fi sk Cof CharmCor (]
minimal (Vi ol ationCof (the[lser’ sCtights. (1T hen(thel
nui sancelbf Cobtai ning nformedtonsentCmayCbut]
wel ghCthe[potential Charms. [T helhui sancelfactor [
gains(urther Sway livhenivedakelintolaccountfhel]
pragmati cléoncernlthat@sitheldumul ativeburdenlaof
obtai ningCinformedCtonsentincreases, CusersCimay[]
T
2[Wellimit[ourdiscuss onBerefofhedriginal O
HTML;[dynamicHTM L [posesiuni quelchal lenges]
forlihformedidonsent.(]

notOattendCtolinformedCconsentOwhenClitCreal ly O
matters.IT heseldasesivill [Mequireldareful [udgment
onlthelpart(of(designers.C]

Granted[ it may be[ difficultd toll make[d these[d
judgmentsd in( advance;d however,[0 defensiblel]
assessmentsishoul dCbedmadeand, if Cthelinitial [
assessmentsCarelinCérror, [thenCtemediestshoul dbe[
implemented.]

2.00 Particular [¢arelmust[belfakenCivhenlinvoking ™
thesancti onCof (i mpli citCconsent Cfor CWeb-based™
interactions.J00OnOthelsurfacelimplicitCconsent
seemsl Al Feasonable[lmbrellaltoltovermost(Web[J
interactions.[TAfter(@l |, [WeblUsers dolhot[interact
online[3-(aslin{fhel¢anoni cal (éxampl eFHwithEGun
heldtoltheirCheads.[THowever,[LinlessuisersChavel]
comparablel{withrespect[toltostsisuchl s time,]
effort,[(knowledge, [andléxpense) (@l ternativel&ccess]
tol¢omparabl e[3ervices, [(products, [information,@ndC]
solforth,[thenDNebluselCimayhot[beltegardedas]
whollynon-coercive.00GivenOtherapiditydand(]
widespread(inovement ilvithOvhi ch&ccessfoldgoods]
and0) servicesd haveld movedd onlineld and(] the(
correspondingl] movement to[] discontinueld or[]
mini mi zelfraditi onal (ineansLof (access, [ThelViability
of alternativelJcomparabl e[accessitoligoodsCand ]
serviceslisCat [ mesd imCandCettingCHimmer. O nC
thisCelimate, (WeladvocatelpresumingthatfimplicitC
consentlisnot[&Viableloption, @Andlonlylin[$pecial [
circumstances] and] after[d careful 0 consideration
invokingihelSancti onldf implicitidonsent.

FurtherCthallengesforimplicitCtonsentariselfrom(]
theltriterionCof Cdisclosure. (1T heltiscl osurelissuel]
canlbelunderstoodasfollows: CAlthoughltheluserd
may [belfbl diwhat [fechani smslarelénabl ed, Ttheltser
may (ot [belawarelof Thefull impli cati onsLof (thosel
mechani sms. IIFFor [éxampl e, ivhil elinany [lisershiverel]
aware[] of 0 andO enabled cookies,[ few[ users[]
understood theld implications] of (0 cookies] for[l
individual O privacyd (until O anO extensived publicl
discussionibokiplace).O

0

3.[MDefaultsCmatter. [T1t0sOwvel | Cestablished[that [
mostOusersCdoOnotOchangelpreferencessettings. [
Thus, CdefaultCeettingsCshoul dCerrConthelsidelbf [
preservinglinformedi¢onsent.[INotably, [fheldefaul t O
settingforCtookiesbnCeurrentbrowserslis[] accept]
allOcookies’ OwhichCneither Cinformsnor Clobtains]
consent[firom{tisers.[T husidasual (isers’ [out-of -the[
box” Cexperiencelbf CtookiesinCimid-1999Wwasholl
differentOthenOtheirO" out-of-box” Cexperiencelof [
cookieslin[1995.MDefaul t[Setti ngsiwil | (2l solheed o]
takeld ntoaccount[thenui sancelfactor [toCobtai n(]
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users' [informedtonsent[{see[Design[Principle[40
thatfollows).O

O

4.0 Put[iser sfinf¢ontrol [ofEhe nuisancelfactor” .00
Differentd usersl] place] differingd degreesdd of[
importance] onl differentd typesd] ofd harm.[
Correspondingly,hownuchlof [Alhui sancefiactor &
user isOwillingCtotol erate0toobtai nCinformed™
consent[will [dependlonihelparticul ar[Diser.MRather [
thanCmandati ngCal s ngl elimechani smforCbbtai ning
informedCconsent[For Call CusersCinCH | [situations, [
designersCheed(tolprovidelsersCithCal fangeof ]
mechani smsland(level slof [¢ontrol [$olthat [Uisersiare[]
positioned tod managel] the[] nuisancellfactordinC]
accordancelwith(theirldoncerns.[Buccessful [designsT
willOlikelyCcontai nCalreasonabl eCbal anceJlamong(]
overarchingCeontrolsi{e.g.,[T neveraccept[tookies’ [
or[] “always[] accept cookies’),[] micro-managed]
controls[I(e.g.,[1* askOabout[eachCcookie”),and]
intermediatel] controlsO thatl] mix[] well-chosen
overarchingCtontrol sCwithCimi cro-managedsubsets[]
(e.g.,[T declinel@ I thirdparty[€ookies andask(ime[]
about(all[@ther@dookies).(]

0

5. AvoidCitechnical Djargon. 0ol lowOtheOwel |-
establishedCinterfacelrinciple[toCavoidtechnical [
jargonClinCifavor Cof Oclear ClanguageCthat Cdirectly
addresses the[user’ s[val ues,[heedsCandCinterests. [
For[&xampl e, vhil eltechni callyCpreci seltheltookie]
dial ogboxText[ T helServerSo-and-solvi shesiolSet ]
alookiethatCOwill ChelsenttoCany (serverCinCtheld
domainX” Wwoul dbebetter [StatedasI ThelWeb(Site[]
so-and-sowishes[toOsetOallcookielthat Owill Cbed
returned(ibihelWeb(ditelthus-and-such.” [

0

6.1 Providelthelliser [¢hoi cesliner msLof(potential [
effectst] ratherd thand in0 terms] of 0 technical O
mechani sms.[] 0 EvenOwhenOtechnical Ojargondis
avoided, [Wisersiinay bellinawarelof Thelimplications]
—[OpositiveCorOnegatived—-Of orOsel ectingCcertainl
technical [iechani sms. W heneverpossi bl e(provided
usersiwvith[¢hoi ceslbased[on(fhelfypelof [protections]
alinechanismijprovidestather hanbyfhelhamelof (]
theCmechanism.O0ForOexampl e, Otheldpreferencel
settingOlabel (0 Use[IRSA Oencryption” Owoul dCbeld
betterluvritten(as Encryptessagel(tolhel plprevent
eavesdroppingd while[d yourd message[J is[] beingd
delivered).”

0

7.[0Fieldd testd tod helpd ensurell adequatell
comprehensionCandCbpportunitiesfor Cagreement. T
BecausellonlinellinteractionsOwill OlikelyOrel yClond
automatedrneans(foldeal i zelinformedidonsent, Web[
designersTacelsignificantCchallengesCinCensuring]
adequatel] disclosure,0 comprehensionl] andC
opportunitiesforCagreement. [T houghtful [interface

0O

designOwill OneedOto0be0coupledCwithOequallyOd
thoughtful Cfi el dCtestsCtoCvali dateCandCrefinetheld
initial 0 designs.OJ 0 Moreover, [ becausellinformed
consent[darriesiamoral [imperative, [theldomponents]
of [l scl osure, [tomprehensi onfandLagreement[theed
tolwvork[reasonablyCwel | [For Call Cusers. LI hus, Cit0
becomesallrequirement(andCnotOsimplyCbetter [
practice) Yol ncludellal reasonabl e[ rangeof [hoth[
representativelandlatypical (sersiinthelfieldiiests.(]

0

8.[M Design proactively for J informed ] consent. T
M orelfrequentlyihanChot, (Web-basedlinteractions(]
and(¢apabilitiesiarel¢oncei vedof [@ndimplemented]
without[tonsiderati on[of [informedltonsent.[(TOncel]
introduced, Conlinepracti cesevol velaround these[
new[InteractionsCandthese, [Too, Hevel opfivithout[
consideration[of [ihformed[donsent. TV henlilssues[of [
informed[donsent @t Tast[domelibihefore, [designers]
facelA hear[insurmountabl e[task: [T oltetrofit(the(
onlinel&apability@ndlinteraction. T hel$ol ution, N
part, likfoldes gnlproactivel yfor ihformedidonsent.[
g

CONCLUSIONSO

Welhavelproposedlaldonceptual (hodel [of [informed
consentUonline.dJOT hisOmodel Ui sCbasedConCifiveld
components:[]  disclosure,l]  comprehension,]
voluntariness, [lcompetence, CandCagreement. (OW el
examinedfiow(theseldomponentsipl ay [dutin@Wide[]
rangelof [onlinelinteractions.[TM oreover,Wel¢al led
attention[hot[onlyHofhelcritical (ol elof WeblSites, [
butCWeblbrowsers,[inlthi sCéndeavor.[TFinally, el
offeredd eightd designO] principlesC] for realizing™
informedldonsent[online.O]

O

Aswvith@ | [desi gnprinciples, Theseléightwvill heed
tolbelappliedivithCoodjudgment.[TM oreover, (&t
timesOtwoUOorOmoreprinciplesCimaycomeldinto]
conflict,@nd(then(abal ancelbetweeniwhat (islgai ned]
andiwhat [is{lost [Mmust elachi eved. Min[other vords, [
welarelhot[arguingthatlinformedltonsent[tan(bel]
fullyCrealizedOnCéverySituation. (B utCdrawingConOd
thelémerging(i el dlof [V al ue-SensitivelDesign]4,[5,00
6],WelarelSayingthatWebSites@ndVebbrowsers, [
in(dditiondobei ngHudgedbyEhelduality[df Fheirl
content, (presentati on[of [information, Features, andC
speed, [ shouldd beld judgedd ond howO wel | Othey ™
substantiateleriti cal ChumanCandCparticul arlyCimoral O
values. [Informed(donsent(islonelSuchival uelfhat el
hopelwill Chai n(thekyelbf CmoreltesearchersCand
designersl] in[] the[d fieldd of 0 Human-Computerd
Interaction.[

g
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